TEST LISTS FOR
MEASURING INTERNET
CENSORSHIP

PPPPP CABILITY, PROBLEMS & SOLUTIONS




IMPROVING LISTS OF CENSORED ONLINE CONTENT
& netalitica

AUpdate test lists for 48 states in Latin America, Afrl&ENA, Asia and CIS

ADevelop methodologyl{ttp://netalitica.con)/

A Establish collaboration among tool developers, researchers and
community organizations

AAdvance knowledge and research on Internet censorship



http://netalitica.com/

WORKSHOP STRUCTURE

A What are Citizen Lab test lists?
A Types and organization
A How to clean lists?

A How to update lists?

A Potential risks and safety tips




WHAT ARE THE
TEST LISTS?

url category_codecategory_description date_addedsource  notes
http://www.alahrambeverages.(ALDR Alcohol & Drugs 2019-03-3lLnetaltica
https://zenvpn.net/ ANON Anonymization and circumvention tools2017-06-23AFTE
https://te.eg/wps/portal/te/Persc COMT Communication Tools 2019-05-16Netalitica
https://thegeekdaily.com/ CTRL Control content 2017-12-06AFTE

] ] http://www.culturewheel.com/aiCULTR Culture 2019-06-02Netalitica
A M aC h | n ere ad ab | e f| |eS http://www.aljisr-news.com/  COMM E-commerce 2017-07-0JAFTE in past this website
http://www.eaee-eg.com/ ENV Environment 2018-02-0900NI not likely to be bloc
https://torrents.me/ FILE File-sharing 2018-08-02AFTE
https://www.casinoarbi.com/ GMB Gambling 2019-03-31netaltica
A M ad e u p Of U R I—S teSted for http://www.mod.gov.il/ GOVT Government 2017-08-10Egypt List

2018-02-07AFTE
2014-04-15citizenlab
2019-03-31netaltica
2014-04-15citizenlab

https://www.ampproject.org/ HOST Hosting and Blogging Platforms

b|ocking by network measurement ntps:/mwww.eipr.org HUMR Human Rights Isstes
https://www.ochaopt.org/ IGO Intergovernmental Organizations
tools (e.g. OONI Probe, Centinel)

https://www.globalgayz.com/ LGBT LGBT

https://www.zeedrama.net/ MMED Media sharing 2019-06-02Netalitica Reportedly blockec
https://arabist.net/ NEWS News Media 2014-04-15citizenlab
5 https://www.zawaj.com/ DATE Online Dating 2019-05-16Netalitica
A I Nn CI u d e sam p | e Of we bS Ites http://www.gamal-mubarak.con POLR Political Criticism 2014-04-15citizenlab
https://6-ar.com/ PORN Pornography 2019-03-31netaltica
https://www.victoriassecret.ae/ PROV Provocative Attire 2019-05-16Netalitica
A H IStO ry https://www.altibbi.com/ PUBH Public Health 2019-05-16Netalitica
https://islamonline.net/ REL Religion 2014-04-15citizenlab
http://www.misrlinks.com/ SRCH Search Engines 2019-05-16Netalitica
https://www.zanzu.de/ar/ XED Sex Education 2019-05-16Netalitica
https://twitter.com/ikhwanweb GRP Social Networking 2014-04-15citizenlab
https://dawaalhaq.com/ MILX Terrorism and Militants 2017-08-2IAFTE




TYPES OF TEST LISTS

COUNTRY GLOBAL CUSTOM
A Tested in a single country A Tested in all countries A Made to answer specific RQ
A URLSs relevant to that country A Globally relevant URLs A Customizable QONI Run)

A In local language(s) A Predominantly in English A Limited N of URLs



https://run.ooni.io/

STRUCTURE
COUNTRY LISTS

url category_codecategory_description date_addedsource
http://www.alahrambeverages.(ALDR Alcohol & Drugs 2019-03-31netaltica
https://zenvpn.net/ ANON Anonymization and circumvention tools2017-06-23AFTE
https://te.eg/wps/portal/te/Persc COMT Communication Tools 2019-05-16Netalitica
https://thegeekdaily.com/ CTRL Control content 2017-12-06AFTE
http://www.culturewheel.com/aiCULTR Culture 2019-06-02Netalitica
http://www.aljisr-news.com/  COMM E-commerce 2017-07-01AFTE
http://www.eaee-eg.com/ ENV Environment 2018-02-0900NI
https://torrents.me/ FILE File-sharing 2018-08-02AFTE
https://www.casinoarbi.com/ GMB Gambling 2019-03-3lnetaltica
http://www.mod.gov.il/ GOVT Government 2017-08-10Egypt List
https://www.ampproject.org/ HOST Hosting and Blogging Platforms 2018-02-07AFTE
https://www.eipr.org/ HUMR Human Rights Issues 2014-04-15citizenlab
https://www.ochaopt.org/ IGO Intergovernmental Organizations 2019-03-3.netaltica
https://www.globalgayz.com/ LGBT LGBT 2014-04-15citizenlab
https://www.zeedrama.net/ MMED Media sharing 2019-06-02Netalitica

A Broad range of local sites

ANoto Al exa top 1,00

A Not block lists : include blocked +
likely to be blocked + not blocked

URLs

A Help confirmblockings well as
accessibiliof websites

A Organized into 30 categories

https://arabist.net/

https://www.zawaj.com/

NEWS
DATE

http://www.gamal-mubarak.con POLR

https://6-ar.com/

PORN

https://www.victoriassecret.ae/i PROV

https://www.altibbi.com/

https://islamonline.net/

http://www.misrlinks.com/
https://www.zanzu.de/ar/
https://twitter.com/ikhwanweb
https://dawaalhag.com/

PUBH
REL
SRCH
XED
GRP
MILX

News Media
Online Dating
Political Criticism
Pornography
Provocative Attire
Public Health
Religion

Search Engines
Sex Education
Social Networking
Terrorism and Militants

2014-04-15citizenlab
2019-05-16Netalitica
2014-04-15citizenlab
2019-03-3Lnetaltica
2019-05-16Netalitica
2019-05-16Netalitica
2014-04-15citizenlab
2019-05-16Netalitica
2019-05-16Netalitica
2014-04-15citizenlab
2017-08-21AFTE




CATEGORIES OF URLS

A Alcohol & drugs

A Anonymization and circumvention tools
A Communication tools

A Control content

A Culture

A E-commerce

A Economics (economic development)

A Environment
A Filesharing
A Gambling

A Gaming

A Government

A Hacking tools

A Hate speech




CATEGORIES OF URLS

A Hosting and blogging platforms A Pornography

A Human rights issues A Provocative attire
A IGOs A Public health

A LGBT A Religion

A Media Sharing A Search engines
A News Media A Sex education

A Online dating A Social networking

A Political Criticism A Terrorism and Militants




WHY BOTHER?

AdbCensorship findings are only as interest
A Raise awareness
A Keep authorities accountable

A Help local testers

A Advance Internet censorship research




Identified cases of blocking
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Blocking of websites in the Clgjlobal vs. local content
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UPDATING LISTS Review & remo
AS A 3STAGE
PROCESS

Adding fresh websites

Balancing




Overal percentage of corrections made to existing lists

INDONESIA 23%
SOUTH AFRIC 26%
ZIMBABWE 52%

STEP 1: CLEANING .
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HOW TO CLEAN LIST?

o Why GitHub? Enterprise Explore Marketplace Pricing Sign in ‘ Sign up |

citizenlab / test-lists © Watch 37 W Star | 157 | YFork 178

<> Code Issues 32 Pull requests 14 Projects 0 Wiki Security Insights

A Consult our Guideline(netaliticacom)

Dismiss

Join GitHub today
GitHub is home to over 40 million developers working together to host and
review code, manage projects, and build seftware together.

A Download country list fromGitHub En

A Conduct analysis of each website in

. agrabeli Removed Aljazeera from local lists 588cb64 on Sep 19
browser seonruters > EEX BT T @
871 lines (87@ sloc) 66.8 KB Raw Blame History [J

A Record findings a

url category_
https://astrill.com/ ANON
A G t = t h .th N t I-t. https://connectedover.com/ ANON
et In toucn wi etalltiCa ety

https://cyberghostvpn.com/ ANON

(netalitica@gmail.com)



http://netalitica.com/download-guideline/
https://github.com/citizenlab/test-lists/tree/master/lists

FOCUS CHANGEOVER

BEEFORE NOW SOLUTION

Ir
INTERNET ARCHIVE |http:/Aww.i asp

UeuBachMmachne

1.745 captures

Das gliickliche Leben bo e s geoo A NeWS Site (Egypt)

A Is the site blocked@ON|
: — Exploren?

ey — A Keep blocked URLs
— ’_’ A Delete the rest

Online Casino Paypal

0 n | | ne Ca S | no Paypa | Online Casine Paypal / Das glickliche Lebe

WILLKOMMENS-

, ¥ BONUS
i 100€

o & { SR
a4 Sy ) s oY) o O
P e e

Nostrud corrumpit mea et. Ad nam omittam albucius qualisque, ea mei agam adipiscing, Eum in sint

quaestio, et veniam semper gubergren ius, at assum inermis scaevola qui. Ea mei tempor suavitate, ad

|

cum percipit splendide. Choro oratio us id.

. . p\ 5
& Online Casino Paypal XZK'.‘Z"&T..:".W
el o=

& 3 Convenire disputando vel no, reque partiendo consectetuer ut mei. Per erat consectetuer te. In tota P PayPal o L7 ]

T e ullamcorper mea, sed te habeo salutatus, te commune qualisque eloquentiam eos. lus evert racundia

relescoa .



https://explorer.ooni.org/

DEAD WEBSITES

BEFORE NOW SOLUTION

A Human rights platform (Egypt)
A Keep blocked URLS
Unable to connect A Delete the rest

Firefox can't establish a connection to the server at www.eicds.org.

[nttp:iieicds. org/

USUBICHMCE 100 copures

2 , il
% BN KHALDUM CENIER FOR DEVELOPMENT STUDIES =

LAl slabysll Geuli ool 3258

New on the site...

58 inrroduction

s =

Mission * The site could be temporarily unavailable or too busy. Try again in a

Board of Trustees
SR aciivith = Mubarak’s Four Domestic Wars = American Islamic Conaress Launches few moments.

A Actidiies, Intemational Essay Contest on Civi )
Brograms * My Apoloay to the Shi'a e * Ifyou are unable to load any pages, check your computer's network
anuary, !

Press Releases = Equpt's Democratic Charade connection.

IDCS Forum = The Independent Egyptian Committee

Confi = Mubarak’s War on Eqyptian Liberals for Menitoring Elections (IECME) = =

ﬁ"i” slenees Providence Journal - March L8, 2005 Preliminary Report on Election Day Voting —, « If your computer or network is protected by a firewall or proxy,

Bublications, and Counting Process < 7 - . -
Thursday, September 8, 2005, 2pm — .
hursd b make sure that Firefox is permitted to access the Web

Civil Society = All Artidles of Dr. Tbrahim

Reports = Final Declaration: Conference on Paolitical

Book and Religious Reform in the Arab World

Books Egyptian Democracy Support Network June 30, 2005

Dr.Ibrahim's Articles

Petitions = Monitoring the Third Phase of the = The Independent Egyptian Committee

Parlimentary Election - Fifth for Monitoring Elections (IECME): Post- Try A
SR contach Brelminary Report Monitoring Report on the Referendum ry
N January 2006 Amending Artide 76 of the Eqyptian
Contact us Constitution (MS Word)
Feedback = Monitoring the Third Phase of the May 28, 2005



http://web.archive.org/web/20060616171140/http:/eicds.org/
http://www.eicds.org/

OUTDATED WEBSITES

Political criticismsite (Sudan 2005) SOLUTION

5T gl A Keep URLs that are blocked &
generate traffic
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http://sudanbaath.20m.com/

DOMAIN FOR SALE

BEFORE NOW SOLUTION

A Blogging platform (Tunisia)
A Update URL if service migrated
to new domain

e A Delete

W Lol goixs (95 9 UisAD NI GUlike Lol

Hisg10 (0 Sgaill SV Sakxi) AL 9 6ACtus o



https://www.domainmarket.com/buynow/modawanati.com

